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1
SYSTEM AND METHOD FOR RULE-DRIVEN
CONSTRAINT-BASED GENERATION OF
DOMAIN-SPECIFIC DATA SETS

TECHNICAL FIELD

The invention relates to the generation of test data, particu-
larly domain-specific test data representative of actual popu-
lation groups, based on user definable fields and field rules
processable for producing computer-readable output files for
testing the performance of data processing systems, including
data capturing systems, data mining systems, form process-
ing, and data management systems.

BACKGROUND OF THE INVENTION

Test data can be of great value for testing data processing
systems. In comparison to actual data drawn from specific
domains, the truth value of the test data is known so that any
errors in the processing of the data can be distinguished from
errors in the data itself. As the sophistication of the data
processing programs increases, the test data must also
increase in sophistication to maintain realism and support the
evaluation of complex processing procedures and algorithms
that exploit contextual relationships and other expectations
about the actual data.

For example, data capturing systems now use contextual
data to improve the speed and accuracy with which informa-
tion is acquired. Typically, data is acquired from hand-printed
forms using optical character recognition (OCR) systems
supplemented by human key entry systems. The OCR system
begins either by trying to read an entire form field at once and
comparing a provisional field answer to large dictionaries of
possible outcomes or by segmenting the form field into sepa-
rate characters and reassembling the characters into a provi-
sional field answer. A preliminary confidence value is calcu-
lated that reflects the OCR system’s assessment that it has the
correctanswet, e.g., the degree to which the hand-printed data
matches recognized character or word forms. More sophisti-
cated recognition systems use context-related information to
make adjustments to this confidence value. For example, if a
last name is read as “JOHNSON” on a form from a given
household, and there are several other people in the same
household whose names are read as “JOHNSSON”, then the
recognition system may reduce the confidence value for the
“JOHNSON” answer. As another example, if a person’s first
name is read as “Clara” and if a corresponding check-box
question for the person’s sex is read as “Male” instead of
“Female”, then the confidence in the “Male” answer may be
lowered. When all the pertinent context information has been
utilized, the final confidence value is compared to a previ-
ously established “confidence threshold” to decide if the pro-
visional answer in question will be “accepted” or “rejected”.
If accepted, the field answer can be placed into the database
without being seen by a human, but if rejected, field image
information is shown to a human to key the correct answer
from the image. The ability of the data capture systems to
assign proper confidence values to field data being recognized
is one of the keys to high quality data capture system perfor-
mance.

Realistic test data for evaluating data capturing systems
should not only be context-related within individual records
(e.g., individual forms) but should also include controllable
distributions of data among the records including modeled
errors for evaluating the performance of data capturing sys-
tems. Such data allows the validity of assumptions to be
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2

assessed, criteria tuned, and logic and other rule forms tested
for efficacy or functioning as intended.

Similarly, test data of increasing sophistication is neces-
sary for more fully evaluating data processing systems for
processing domain-specific data, such as Census data, Inter-
nal Revenue Service data, financial transactions, and medical
records. Such test data should not only model real-world data
but should also be controllable in terms or real-world vari-
ables for (a) posing questions and monitoring the responsive-
ness of the processing systems to changing conditions or
assumptions or (b) evaluating the fidelity of processing pro-
grams for carrying out complex rules or the efficacy of the
rules themselves for achieving desired outcomes.

SUMMARY OF THE INVENTION

The invention meets these needs for more sophisticated test
data by providing systems and methods for generating large
quantities of domain-specific test data that is realistic, inter-
nally consistent, and contextually rich. A data generation
system provides for generating domain-specific, context-sen-
sitive data collections. Such data can be generated and regen-
erated to provide increasing sophistication. For example, data
can be generated under a first set of user-defined rules for
initially relating the data to each other and a specified domain
and regenerated under a second set of user-defined rules that
impose higher levels of relationships among the data to more
closely model the specified domain or parameters intended
for testing. The generated test data preferably resides in com-
puter-readable memory for use directly or indirectly with
computer data processing systems.

One version of the invention provides a method for making
computer-readable memory containing test data useful for
testing a data processing system for processing domain spe-
cific data. The method includes composing a template con-
taining a plurality of fields. A data type is selected for each
field from among a plurality of predefined data types that
specify sources of data for populating the fields with values
and relationships among the fields. At least one of the fields is
a multi-value field containing a plurality of field parts that are
related to each other as if the field parts were different fields
in a predefined template. At least one of the data types is a
multi-value field accessor that extracts a value from a field
part of the multi-value field for influencing a value of another
field. The fields within the template are populated with values
according to the data type of each field. A subset of the values
populating the fields is retrieved for generating a data set. The
steps of populating and retrieving are repeated for assembling
a plurality of data sets, which are written into computer-
readable memory so that the memory is useful for supplying
test data to the data processing system.

Another version of the invention presents a computer sys-
tem for generating within a computer-readable memory test
data useful for testing a data processing system. A composi-
tion module is accessible through a graphical interface and in
communication with a data store for defining a data genera-
tion template. The data generation template contains a plu-
rality of fields each capable of holding a value according to
one or more rules. The composition module executes a set of
instructions stored within a computer readable medium for
accessing the data store to present through the graphical inter-
face predetermined options for defining the fields as particu-
lar data types, including fields whose values are affected by
the values in other fields. An evaluation module executes a set
of instructions stored within a computer readable medium for
sorting the fields in an order of dependency so that fields
whose values affect the values in other of the fields are
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ordered before the fields whose values are affected by values
in other fields. A data generation module in communication
with a library of data files executes a set of instructions stored
within a computer readable medium for (a) populating the
plurality of fields with values according to the rules having
regard to the order of the sorting, (b) retrieving a subset of the
values populating the plurality of fields for generating a data
set, (¢) repeating steps (a) and (b) for creating a succession of
data sets, and (d) writing the succession of data sets into the
computer-readable memory. Preferably, the computer system
also includes a transformation module that executes a set of
instructions stored within a computer readable medium for
reformatting the succession of data sets and for writing the
reformatted succession of data sets into the computer-read-
able memory.

Another version of the invention provides a method of
generating test data with a modified test data generator tem-
plate stored in a data store for testing a data processing sys-
tem. The template is loaded from the data store into a graphi-
cal user interface and opened within the graphical user
interface to access a plurality of fields each defined by a
selected data type data specifying sources of data for popu-
lating the fields with values and relationships among the
fields. The data type of at least one of the fields is modified to
match a relationship between fields of actual data intended for
processing by the data processing program. The plurality of
fields is populated with values according to rules specified by
the selected data type. One or more of the fields is tagged
according to the outcome of the rules specified by the selected
data type. A subset of the values populating the plurality of
fields is retrieved along with one or more tags for recording
the outcome of the rules associated with the value of one or
more fields for generating a data set. The steps populating and
retrieving are repeated for creating a succession of data sets,
which are written into the computer-readable memory in a
form useful for supplying test data to the data processing
system.

Yet another version of the invention provides method for
composing a compound template for generating test data
useful for testing a data processing system for processing
domain specific data. The method includes composing a first
template containing a plurality of fields and selecting a data
type for each field within the first template from among a
plurality of predefined data types that specify sources of data
for populating the fields of the first template with values and
relationships among the fields of the first template. In addition
the method includes composing a second template containing
a plurality of fields and selecting a data type for each field
within the second template from among a plurality of pre-
defined data types that specify sources of data for populating
the fields of the second template with values and relationships
among the fields of the second template. The first template is
incorporated into the second template as a multi-value field.
At least one of the data types within the second template is a
multi-value field accessor that extracts a value from a field
part of the multi-value field for influencing a value of another
field with the second template. The second template is stored
within computer-readable memory and made available in an
electronic form for generating test data useful for testing data
processing systems for processing domain specific data.

The step of selecting the data type for each field within the
second template preferably includes choosing from among a
plurality of templates made available as template data types
for defining multi-value fields within the second template.
The selected data types of the fields within the first template
preferably define data representative of a common domain of
data and the selected data types ofthe fields within the second
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4

template preferably further define the data in a form more
representative of the common domain.

BRIEF DESCRIPTION OF THE DRAWING
FIGURES

FIG. 1 is a schematic diagram of a synthetic data generat-
ing system according to the invention.

FIG. 2 is a flow chart of processing steps performed within
a composition module.

FIG. 3 is a screen shot of the graphical interface presenting
options for creating a new template or modifying an existing
template.

FIG. 4 is a screen shot of the graphical interface presenting
options for inputting global information into a net template
named “demo”.

FIG. 5 is a screen shot of the graphical interface presenting
options for adding a new field (row) named “Person 1.

FIG. 6 is a screen shot of the graphical interface presenting
options for defining a data type “person” for the field “Person
17.

FIG. 7 is a screen shot of the graphical interface presenting
options for defining a field part “Name.Capitalization” within
the data type “person” for the field “Person 1.

FIG. 8 is a screen shot of the graphical interface presenting
options for defining a field part “LastName” within the data
type “person” for the field “Person 1”.

FIG. 9 is a screen shot of the graphical interface showing
the addition of a new field (row) named “Person 1 Age” and
presenting options for defining a data type “NumberRange”
for the field “Person 1 Age”.

FIG. 10 is a screen shot of the graphical interface showing
the addition of a new field (row) named “Person 2 Age” and
presenting options for defining a data type “BoundedRange”
for the field “Person 2 Age”.

FIG. 11 is a screen shot of the graphical interface showing
the addition of a new field (row) named “Person 1 Last Name”
and presenting options for defining a data type “Multiple
Value Field Accessor” for operating on data from the field part
“LastName” within the field “Person 1”.

FIG. 12 is a screen shot of the graphical interface showing
the addition of a new field (row) named “Person 2 [Last Name”
and presenting options for defining a data type “Multiple
Value Field Accessor” for operating on data from the field part
“LastName” within the field “Person 1”.

FIG. 13 is a screen shot of the graphical interface showing
he completed template “demo” including the “Data Genera-
tion Options” for formatting the output, the “Template
Options” for globally defining the data, and a succession of
fields for defining the data elements within each set of data
generated.

FIG. 14 is a screen shot of the graphical interface showing
a super field (row) named “Household” based on a data type
“Household Structure” containing a plurality of separately
definable field parts.

FIG. 15 is a screen shot of the graphical interface showing
options for defining a field part “Population” within the data
type “Household Structure” of the super field named “House-
hold”.

FIG. 16 is a flow chart of processing steps performed
within an evaluation module.

FIG. 17 is a flow chart of processing steps performed
within a generation module.

FIG. 18 is a flow chart of processing steps performed
within a transformation module.
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FIG. 19 is a screen shot of the graphical interface showing
the generation of data and the option for downloading the data
through a communication interface.

FIG. 20 is a screen shot of the graphical interface showing
adata type “Field Math” containing an option for deliberately
introducing mistakes into the generated data.

FIG. 21 is a screen shot of the graphical interface showing
a data type “OMR String” containing options for presenting
representative data for filling a set of checkboxes.

FIG. 22 is a screen shot of the graphical interface showing
a data type “If Then Else Field” containing options for logi-
cally relating multiple fields.

DETAILED DESCRIPTION OF THE INVENTION

A system 10 for generating synthetic data sets is laid out in
FIG. 1. The synthetic data is intended to represent realistic
data, conforming to statistically acceptable trends and exhib-
iting internal consistency. The system 10 is arranged for cre-
ating large sets of meaningful data for testing sophisticated
document processing systems, which can include testing the
performance of complex business rules, or data mining appli-
cations. Although realistic to the systems under test, the syn-
thetic data can contain built-in anomalies that can be tracked
through the system under test to gauge particular responses of
the systems.

As shown in FIG. 1, the synthetic data generation system
10 is accessible through a communication interface 12 using
a standard web browsing client (e.g., Mozilla® Firefox® web
browser, registered trademarks of Mozilla Foundation or
Microsoft® Internet Explorer® web browser, registered
trademarks of Microsoft Corporation). A graphical interface
14, accessible through the communication interface 12, com-
municates directly or indirectly through a composition mod-
ule 16 to adata store 18, which preferably includes a server on
which the synthetic data is stored. The composition module
16 guides users through the generation of new synthetic data
by creating new data generation templates or by revising
existing data generation templates. Once created and saved in
the data store 18, the synthetic data can be downloaded for
testing data processing or data mining applications. The syn-
thetic data can be used directly as an electronic file, such as for
testing processing systems for electronic data, or can be fur-
ther converted into electronic or paper images, such as for
testing forms processing systems.

FIG. 2 presents a processing layout of the composition
module 16 (see FIG. 1) for creating a new data generation
template. Following the start 30 of a routine that is intended
for creating a new data generation template and that is sup-
ported by a computer processor, global information is added
at step 32 specifying (a) the intended output format for the
generated data, such as HTML (HyperText Markup Lan-
guage), Auto DTD (Document Type Definition) input, CSV
(Comma Separated Values), or LM-DRIS Truth (Lockheed
Martin Decennial Response Integration System) (b) the num-
ber of data sets to be generated, and (c) global data descrip-
tions. A screen shot for starting a new template is shown in
FIG. 3, and a screen shot for inputting global information is
shown in F1G. 4. The global data descriptions presented under
the heading “Template Options” include a choice of country,
a choice of language, and a choice of filter options. The
options depicted are, of course, examples, and many other
choices can be provided for globally characterizing the data,
including specifying domain-specific data such as Census
data, Internal Revenue Service data, or electronic medical
records, or financial records including transaction auditing.
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Once selected, the global data descriptions are stored in a data
base as a part of the stored template 46.

A series of steps 34 through 42 provide for generating
individual fields of the template. Step 34 queries whether a
new field is to be added to the template. Each new field can be
considered a row of the template. If yes, processing proceeds
to step 36 for choosing the type of field. If no, processing
stops, the template is considered complete. After choosing the
field type, step 38 provides for defining the field including any
field parts. FIG. 5 contains a screen shot for adding anew field
“Person 17, and FIG. 6 contains a screen shot for choosing the
type of data defined for the instant field. Of course, provisions
can be made for editing the fields of existing templates where
existing choices can be changed (see for example the screen
shot of FIG. 3). In addition, as can be seen in FIGS. 5 and 6,
the field can be grouped with other specified fields, and result-
ing data can be hidden from the output or rendered constant.
Individual fields can be assigned to a group so that specific
operations addressing the individual fields can be extended to
collectively address a group of fields. If the data is intended to
represent the content of a form, the page of the form can be
specified. Explanatory comments can also be saved.

The choice of data type opens a new level of options for
further defining the data type, including the ability to specify
or apply predetermined rules and constraints. The data types
are drawn from a database of field options 46 (see FIG. 2). For
example, as shown in the screen shot of FIG. 6, a data type
“Person” is specified, which includes options for defining a

plurality of field parts, including “Name.Capitalization”,
“FirstName”, “Name.Middlename”, “LastName”,
“Name.EventTags”, ‘“Name.GenderPref”, “Occupation.

Capitalization”, “Ethnicity.Capitalization”, “Capitalization”,
“Occupation”, “Ethnicity”, and “Race”. Options for defining
the field part “Name.Capitalization” are depicted in the
screen shot of FIG. 7. The choice selected is that 100% of the
generated names are intended to have a first letter capitalized
and the remainder of the letters in each name lower case. The
screen shot of F1G. 8 depicts options for defining the field part
“LastName”, including specifying the source of the data for
the surname (i.e., last name). A choice is made to select data
elements for the field part “LastName” from a library data
base referred to as “surnames”. Similar selections were made
for the field parts “FirstName” and “Name.Middlename” for
sourcing and otherwise defining last and middle names. The
same database of given names can be specified for both field
parts “FirstName” and ‘“Name.Middlename”. Custom text
file lists of names representative of particular populations
(including particular names and the frequency with which the
particular names occur within the represented population)
can be added to the library data base using a conventional
tools utility. The custom test file is then among the files that
can be chosen from the library data base for sourcing the first,
middle, or last names.

Each time executed, the field “Person 1” is defined to return
a full name assembled from the three field parts “FirstName”,
“Name.Middlename”, and “LastName” drawn from desig-
nated library data bases in the specified format of upper and
lower case letters. As also shown on the screen shots of FIGS.
7 and 8, a choice can be made whether to save or cancel the
selections made for the new field corresponding to step 40 of
the flow chart in FIG. 2. If yes (i.e., “SAVE”), the field
definition is saved at step 42 to the data base of the stored
template 46 and control is returned to the decision step 34 for
entering additional fields. If no, (i.e., “CANCEL”) control is
also returned to the decision step 34 for entering additional
fields without saving the instant field definition.
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In the representative template “demo” illustrated under
construction, following the addition and definition of another
field named “Person 2”, two single part fields named “Person
1 Age” and “Person 2 Age” are added and defined as illus-
trated by FIGS. 9 and 10. The data type for the field “Person
1 Age” is “Number range”, which returns a single number
within a specified range between 30 years and 100 years with
a frequency of 2.5 per 100 at each end of the range and a peak
of'5 per 100 for values of 60 years. Adjustments can be made
to the range and frequency of the values returned within the
range. Options for result padding, such as appending “years
0ld” to the output are also provided but not exercised. The
data type for the field “Person 2 Age” is “Bounded Range”,
which returns a single number within a range referenced to
one or more other values. In this instance as depicted in FIG.
10, the value returned is the value returned in Field #3, i.e.,
“Person 1 Age”, reduced by a number between 28 years and
40 years.

In the scheme envisioned for the data generated within the
template “demo”, “Person 1” represents the head of the
household. As such the age of “Person 17, the first named
person of the given household, is constrained between 30
years and 100 years.

After defining “Person 2 ” as a data type “Person” repre-
senting a second member of the household, a data field type
for “Number Range” is defined for “Person 2 ” in relation to
the instant age of “Person 1”. “Person 2 ” is envisioned as a
dependent child of “Person 1” having an age offset by one
generation. Thus, the age of “Person 2 ” is a negative offset of
the age of “Person 1”” within the same household by between
28 and 40 years. Error checking is provided to reject results
where the age of “Person 2 ” is less than O years.

Incremental definition of the household within the tem-
plate “demo” continues with the addition of fields “Person 1
Last Name” and “Person 2 Last Name” as shown in the screen
shots of FIGS. 11 AND 12. Each of the two new fields has a
“Multiple Value Field Accessor” data type, which is used to
access the value of a single field part from a template field that
contains multiple field parts with associated values. The
“Multiple Value Field Accessor” for both “Person 1 Last
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Name” and “Person 2 Last Name” draws values from the
“Last Name” field part of Field #1. Thus, whatever last name
might have been downloaded into field part “LastName” in
Field #2 for the field “Person 2 7, the field value for field
“Person 2 Last Name” is forced to match the field value for the
field part “LastName” in the field “Person 1”. This constraint
provides realistic data for a two person household of parent
and child in which both are expected to share the same last
name.

As described above by way of example, each field or field
part can be defined by exercising options provided by pre-
defined data types. The options for each data type, which can
be understood as data control “knobs”, provide for (a) sourc-
ing the data, such as from library data bases, custom lists,
random number generators, or other fields, (b) relating data
among the other fields or field parts within the template for
internal consistency, and (c¢) achieving statistical validity over
distributions of the sourced data between different data sets or
records (i.e., over multiple instances in which the template is
populated). Thus, internally consistent, realistic data can be
generated by matching the sourcing, internal consistency, and
statistical validity to known attributes of actual data within
particular data domains.

Once the last field is defined and saved, the template is
complete and processing stops as shown at step 44 in the flow
chart of FIG. 2. A screen shot showing the completed tem-
plate “demo” is shown in FIG. 13 listing the “Data Generation
Options” for formatting the output, the “Template Options”
for globally defining the data, and a succession of fields for
defining the data elements within each set of data generated.
Also apparent within the listed “Template Options” is the
ability to individually edit the fields added to the template.
Once defined as an existing template, e.g., “demo”, the tem-
plate is accessible for later modification, update, or further
development as shown among the options in the screen shot of
FIG. 3. For example, the template can be further developed to
better correspond to actual data within a particular domain or
to construct new data processing tests for detecting or other-
wise managing anomalies within the data. An XML represen-
tation of the two-person household template “demo”
described above is given below:

<template content="rules,options” name=“demo”
guid=950e9995bd70931b780ebd5972eb31b7” version="1.0"">
<last_generation_options/>
<fields>
<fleld id="1" name="Person 1” type="“Person” hidden="false” constant="false”
page="" removed="false” comments=""">
<options>
<option user="default” name="cap_upper”>false</option>
<option user="default” name="cap_lower >false</option>
<option user="default” name="cap_{first”>false</option>

page=

<option user="default” name=

cap_uword”>false</option>

<option user="default” name="cap_random”>false</option>
<option user="default” name="cap_per_upper”/>

<option user="default” name="cap_per_lower”/>

<option user="default” name="cap_per_first”/>

<
<
<
<
<
<
<
<

<option user="default” name="cap_per_uword”/>
<option user="default” name="cap_per_random”/>
<option user="default” name="example”/>

</options>
</fleld>
<fleld id="2" name="Person 2” type="“Person” hidden="false” constant="false”

<ers

removed="false” comments=""">

<options>
<option user="default” name="cap_upper”>false</option>

<option user="default” name="cap_lower >false</option>
<option user="default” name="cap_{first”>false</option>
<option user="default” name="cap_uword”>false</option>

<option user="default” name="cap_random”>false</option>
<option user="default” name="cap_per_upper”/>
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-continued

10

<option user="default” name="cap_per_lower”/>
<option user="default” name="cap_per_first”/>
<option user="default” name="cap_per_uword”/>
<option user="default” name="cap_per_random”/>
<option user="default” name="example”/>
</options>
</fleld>

<fleld id="3" name="Person 1 Age” type="Number-Range” hidden="false”

constant="false” page="" removed="false”” comments="">>
<options>

<option user="default” name="numRangeMin”>30</option>

<option user="default” name="numRangeMax">100</option>
<option user="default” name="constrainMode_CB”>false</option>

<option user="default” name="numRangeMode”/>

<option user="default” name="resultPadding”>false</option>

<option user="default” name="resultPadLength”/>
<option user="default” name="resultPadChar”/>
<option user="default” name="resultPadLeft”>true</option>
<option user="default” name="min_relFreq”>2.5</option>
<option user="default” name="max_relFreq”>2.5</option>
<option user="default” name="cpl_relFreq”>5.0</option>
<option user="default” name="example”/>
</options>
</fleld>

<fleld id="4" name="Person 2 Age” type="Bounded-Number-Range”
removed="“false” comments="">

<ers

hidden="false” constant="false” page=
<options>
<option user="default” name="offset>true</option>

<option user="default” name="resultPadding”>false</option>
<option user="default” name="range_min”>MinField</option>

<option user="default” name="range_max”>MaxField</option>

<option user="default” name="offset_op”>Sub</option>

<option user="default” name="testResultGoalMin”>1</option>
<option user="default” name="testResultGoalFieldMin">3</option>
<option user="default” name="testResultGoalMax’>10</option>
<option user="default” name="testResultGoalFieldMax">3</option>

<option user="default” name="offsetNumRangeMin">28</option>
<option user="default” name="offsetNumRangeMax>40</option>

<option user="default” name="resultPadLength”/>
<option user="default” name="resultPadChar”/>
<option user="default” name="example”/>
</options>
</fleld>

<fleld id="5" name="Person 1 Last Name” type="MultiValueFieldAccessor”

<ers

hidden="false” constant="false” page=
<options>
<option user="default” name="field””>1</option>

removed="“false” comments="">

<option user="default” name="mvdfSelectionOption”>Person</option>

<option user="default” name="option”>LastName</option>
<option user="default” name="example”/>
</options>
</fleld>

<fleld id="6" name="Person 2 Last Name” type="“MultiValueFieldAccessor”

<ers

hidden="false” constant="false” page=
<options>
<option user="default” name="field””>1</option>

removed="“false” comments="">

<option user="default” name="mvdfSelectionOption”>Person</option>

<option user="default” name="option”>LastName</option>
<option user="default” name="example”/>
</options>
</fleld>
</fields>
</template>

The fields used for constructing the template can be defined
to hold, in addition to their specified constraints or rules,
single or multiple data elements. Simple fields, such as “Per-
son 1 Age” and “Person 1 Last Name”, each contain a single
field part holding a single data element. Multi-value fields
each contain a plurality of field parts collectively holding
multiple data elements. Within the multi-value fields, the
multiple field parts can define parts of integrated data struc-
tures, such as a full name (e.g., the “Person” type field of the
above example), which can include field parts holding sepa-
rate values for first name, middle name, and last name. The
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“Multiple Value Field Accessor” data type extracts values
from specified field parts of the multi-value fields.

A plurality of simple or multi-value fields can be combined
within a template or otherwise integrated to form a so-called
super field. For example, a “Household” super field can con-
tain internally consistent data associated with collections of
persons that might live together within a single residence,
including families with parents and children. The included
multi-value fields within the “Household” super field can
contain, for example, full names of persons (first, middle and
last names), an address of the household (e.g., house number,
apartment number, street, city, state, and zip code), and a






